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Distributed systems represent the systems that consist of geographically distributed
components. We are studying the security problems of peer to peer (P2P) systems, which
are a special type of distributed systems. The feature of P2P systems is that there is no
central authority within the systems, which makes the systems easy to extend. However,
the lack of central authority also makes the systems more vulnerable to attacks. We are
trying to consolidate the security of P2P systems by utilizing the trust relationship among
the users in real world social networks.
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Wireless Ad-Hoc networks have found unprecedented attention because of their flexibil-
ity and easy set up as they need no fixed infrastructure. Our research focus on two classes
of these networks: Mobile Ad-Hoc Networks (MANETSs) and Radio frequency identifi-
cation (RFID). MANETS are collections of mobile nodes communicating over multiple
hops, where maintenance of network topology information is performed through informa-
tion broadcast. RFID is an identification system consisting of readers and tags, where the
reader recognizes objects through consecutive communication with tags. But tags replies
may collide, since they share the same wireless channel. In both systems we enhance the
communication efficiency by reusing the collected history information.
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0 A Clique-based Secure Admission Control Scheme for Mobile Ad hoc Net-
works[]
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MANETS don’t have centralized infrastructure and it is difficult to provide authentica-
tion services. In this paper, we apply Certificate Graph (CG) and identity-based security
in designing an admission control scheme for wireless mobile ad hoc networks (MANETS).
We first use one-hop message exchange to build CG at each mobile node. Then we se-
lect maximum clique nodes in CG as distributed Certificate Authorities (CAs). We use
identity-based key agreement from pairings to protect each session. Then we prove the se-
curity by Canetti Krawczyk (CK) model-based analysis. We demonstrate the effectiveness
and feasibility of our protocol through computer simulations.
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